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Merry Christmas! 

What’s 
Inside 

Straight Talk About VPN 
 Continued from Issue #11 

It’s Not Magic, But It Is The Answer 

Fine, But What’s It Really Like? 
While VPN solves many problems for geographically 
distributed enterprises, it doesn’t do so magically.  
Implementing VPN implies a level of ongoing commit-
ment – it’s not a set-it-and-forget-it-answer.  There are 
a few sticking point to VPN, which require forethought 
to overcome.  The most common problem areas are: 

Scalability  

Management /Total Cost of Ownership 
 

This section suggest solutions to each of these prob-
lem areas. 

Scalability 
If a business grows, it needs more equipment.  That’s 
why there’s a new IT budget every year.  Businesses 

about to buy VPN solutions should think about today’s 
needs and what they’ll need if the next two or three 
years go well.  Some VPN solutions fail once you have 
five or six sites.  The best VPN technology has scalabil-
ity, the ability to grow in scope without exorbitant ex-
pense or labor. 

Attributes of a highly scalable network include: 

• Additional components are affordable 

• The system is designed so administra-
tors can readily manage many or few  

 components 

• Devices are available in many different 
price and performance ranges 

• Diverse devices can be managed from 
one application anywhere there is a 
network connection 

Please turn to page four. . .  

New Legal 
Reasons For 

Implementing  
An E-mail Archive 
and Management 

System  
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The New Job 
Interview Wrecker 

That Employers 
Love! 

Check Out Page 3 

How To Get Your 
Money Replaced If 

Your Dog Eats  
Your Wallet 

Learn How On Page 3  

The Story of The Starfish Thrower... 
   A man was walking along the beach early 
one morning when he noticed a young boy 
who appeared to be picking something up 
off the shoreline and throwing it out into the 
sea. As the man got closer to the boy he 
saw that the objects were starfish, and that 
the beach was covered with hundreds of 
them that had washed up on shore the 
night before.  

   The man watched the boy for a few 
minutes and then decided to 
approach him. “Why in the 
world are you out here so 
early in the morning throwing 
starfish into the water?” he 
asked. 

  “If these starfish stay where 
they are when the mid-day sun comes up, 
they will die. I come here every morning to 
throw them back into the sea so they can 
live,” he replied as he continued his work.  

  “But that is ridiculous!” said the man, 
“Look around you. There are thousands of 
miles of beach and millions of starfish. The 

sun will be up within an hour. And tomorrow 
morning they will all wash back up again. 
How can you believe that what you are 
doing could possibly make a difference?” 

  The young boy picked up another starfish, 
paused thoughtfully, and remarked as he 
tossed it out into the waves, “It makes a 
difference to this one.” 

   While we know we can’t save all the 
people in our area from the challenges, 

problems, and perils of running and 
growing a business, we take great 
pride in knowing that in our own small 
way, we are the starfish throwers, 
making our own small contribution to 
their success.  

   During this holiday season, we want to 
thank you for the trust and confidence you 
have shown in us over the years. Whether 
you are a soon-to-be new customer or long-
term client, we truly appreciate your 
business and look forward to serving you in 
the new year! 

Hawk iSolutions Group, Inc. 
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New Legal Reasons Why All Businesses Need An E-mail 
Archiving And Management System 

   It's a classic “he-said, she-said” case that ends 
up in court on a daily basis... 

   Widget buyer Ms. Robinson testified that Mr. 
Smith, the Widgets Corp. sales manager, told her 
that if she put her order in immediately, the price 
would be discounted by 20 percent. Mr. Smith ar-
gued that that was not what he said. According to 
his testimony, he agreed to give a 20 percent dis-
count only if Ms. Robinson ordered at least one mil-
lion widgets, which she did not. The widgets were 
manufactured and delivered, and the client was 
billed for the full amount. The client is refusing to pay 
the full amount and the manufacturing company is 
throwing it to a collection agency. If brought into a 
court of law, who would be right? 

   Provided that neither party can produce a signed 
contract to back up their case, there is no way of 
knowing who is right. 

   However, let's suppose Ms. Robinson produces an 
e-mail she sent to her boss copying Mr. Smith that 
says, “I made a deal with Mr. Smith, the sales man-
ager at Widgets Corp.,  to get a 10 percent discount 
for 500,000 widgets ordered." Let’s also suppose 
Mr. Smith cannot produce any e-mails, contracts, or 
memos to the contrary. Now the chances of Ms. 
Robinson winning her case go up exponentially. 
When faced with two credible witnesses whose rec-
ollection of an event or agreement are in dispute, the 
court is most likely to favor the person who has cor-
roborating documentation to support their side of the 
story.  

E-mail has Become the Primary Means of  
Communication and Negotiation 

   In the not too distant past, business people would 
communicate primarily through face-to-face meet-
ings, telephone conversations, faxes, and the occa-
sional paper document. When a "my word against 
your word" dispute arose, a court case could be 
awarded to the person who seemed more confident 
or credible. 

   Nowadays, e-mail has become the default mode of 
communication. It’s very common for a buyer to 
communicate to a seller entirely by e-mail. Transac-
tions are done without the two ever meeting and in 
some cases, never speaking. As a result, the "my 

word against your word" conundrum becomes more 
of a contest between e-mails, as opposed to a com-
petition between the memories of the people in-
volved.  

   The upside of this situation is that if you can pro-
duce an e-mail that supports your version of the 
facts, you have a leg up if it goes to court. The 
downside is that most people are careless about 
what they say in an e-mail. They don’t think about it 
ending up as an exhibit in a courtroom under close 
scrutiny leaving them with the only explanation, "I 
know that's what I said, but that's not what I meant.”  

Food Service Company Awarded $2.5 Million 
Thanks To A Few “Innocent” E-mails 

    *Example: A food service company was con-
tracted to provide all meals at 48 nursing homes. 
Ultimately, the food service company claimed that it 
was underpaid over $2 million and sued in federal 
court. The president of the nursing home company 
claimed that the food service company had made 
certain oral cost guarantees that were not honored, 
thereby justifying the underpayments. However, a 
detailed review of the nursing home company's in-
ternal e-mails revealed that its executives had 
"privately" expressed substantial doubt about the 
supposed oral guarantees. The e-mails were given 
to the jury, which awarded the food service company 
$2.5 million.  

What Should You Do To Protect Yourself? 

   The most important thing you can do is think twice 
before hitting “send.” If you are a manager or em-
ployer, train your employees to be careful about 
what they communicate via e-mail and constantly 
remind them of the dangers. Once an e-mail is sent, 
you cannot get it back. Another good practice is hav-
ing a system for archiving and managing e-mail 
communications. This goes double for certain com-
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The Lighter Side:  
Dog Ate Your Wallet? Call the 
US Treasury! 

Believe it or not, the U.S. 
Treasury Department has a crew 
of experts who will analyze the 
remains of damaged or destroyed 

money. If they can 
c o n f i r m  t h e 
amount, they will 
replace the bills 
free of charge. 

Take the case of 
the citizen who sent the Treasury 
some burned coffee cans and a 
small metal box, claiming that the 
ashes inside were actually 
$33,000 in bills that were 
incinerated in a house fire. After a 
couple of months, the Examining 
and Redemption Branch of the 
Depa r tmen t ' s  Bureau  o f 
Engraving and Printing verified 
the claim. The bills were replaced. 
At least 51 percent of a mutilated 
bill must be recovered. In case of 
a fire, enough of the note or 
recognizable ash must remain to 
determine the  currency 's 
denomination and authenticity. 
The technology involved is very 
low-tech and includes the use of 
scalpels and tweezers. Sometimes 
money is boiled several times 
before a solidified stack of bills 
can be peeled apart. 

The most common causes of 
damage to currency are fire and 
moisture, particularly with money 
that has been buried. Currency 
will not hold up in the ground or 
in damp places like basements.  

So if your dog does eat your 
stash, let’s hope at least 51 
percent makes it through. If it 
does, you simply have to draw 
straws to see who gets to sort 
through the leftovers to find out! 

The New Job Interview Wrecker 
That Employers Love: 

  The following story was given by Glamour Magazine’s 
Executive Fashion Editor, Suze Yalof Schwartyz: 

“When my assistant left to travel the world, she gave me the best 
advice ever for vetting the applicants I’d been interviewing to replace 
her: Search social networking web sites like MySpace and Facebook 
for the candidates’ web pages. I asked our interns for passwords to 
these sites and voila: Of 15 candidates, several had online profiles, 
none of which made me want to hire them.  

   One woman posted a photo of herself drinking directly from a keg. 
Another wrote that her favorite activities were being lazy and getting 
drunk—she had uploaded unflattering pictures to prove it! Now, I 
understand that these pages are meant only for friends’ eyes, but 
there’s a reason bosses like me are viewing them.  

   Your online persona says a lot about your maturity and judgment. 
Of course, I’m not saying you can’t have a MySpace page—just be 
savvy enough to know that anyone can look at it, and edit it 
accordingly. In the end, I hired a fabulous assistant who did not have 
a web page.” 

   Our take on this? Employers and employees beware. Anytime you 
post something online—whether it’s to a blog, in an e-mail or on a 
MySpace type of web site, other people can find it. That includes 
clients, competitors, friends and family, employees, bosses, and co-
workers. Off-color jokes, political comments, pictures, and personal 
information can all be used against you, so think twice before you 
post or send anything electronically! 

Spam By The Numbers 

 $11,000,000 

The amount awarded to EarthLink 
in a spam lawsuit against a bulk 
mailer. 
Source: The Register 

TWO 
The number of spammers EarthLink 
claims it is responsible for sending 
to jail since it began pursuing legal 
action. Source: The Register 
 

 

$12,800,000 
The amount still owed to AOL by a 
convicted spammer, David Hawke. 
Source: MSNBC 

$600,000 
The estimated monthly earnings at 
the peak of Hawke’s spam 
operations. That’s a cool $7.2 
million a year!  
Source: MSNBC 



 

 

Hawk iSolutions Group, Inc. 
6439 Plymouth, Suite 112 

St. Louis, MO 63133 
Phone:     (314) 727-1174 
Fax:           (636) 230-9905 

www.hawkisg.com 

Services We Offer 
• PC repair and troubleshooting 

• Printer repair and troubleshooting 

• Disaster recovery 

• System back ups & data protection 

• Virus protection & removal 

• Network security 

• E-mail & Internet setup help 

• Wireless networking 

• Consulting & support 

• One-on-one computer training 

• Hardware Sales 

ATTENTION SMALL BUSINESSES: 

Get all of the computer support you need without the expense of hiring a full 
time IT staff.  Ask about our Small Business Computer Support Program. 

 
IT Solutions...helping 
build your business! 
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I’d Love To Hear From YOU! 
Is there an article or a feature you would 
like me to include in this newsletter? Do 

you just want to sound off about 
something or share your opinion with my 

other subscribers? Let me know! 
 

Michele Antone 
michele@hawkisg.com 

314-727-1174 

Manageability/Total Cost of Ownership 
To an organization that has no VPNS, the idea of a super-secret data tun-
nels can seem like a luxury at first.  Businesses often assume they’ll only 
need a few VPN tunnels.  But an business that distributes sensitive data – 
and especially, any business that has experienced an embarrassing or 
costly security leak – quickly falls in love with the strong privacy of VPNs.  
VPN technology then gets applied to more and more of the business’s 
communications.  Even small and mid-size business may use 100 tunnels, 
and networks using many times that number of tunnels are common. 
 

This heightens the importance of good management technology for your 
VPN.  Assuming qualified operators on both ends and a good telephone 
connection, setting up a normal VPN tunnel can take 45 minutes.  If you 
need merely one tunnel, 45 minutes is not a big deal; people waste that 
much time on coffee breaks.  But for a larger corporation, multiply 45 
times 100 tunnels, and suddenly the amount of time necessary to setup, 
change, and maintain a VPN becomes a major factor in selecting a VPN 
product. 
The ideal solution will have a simplified management interface; the ability 
to aggregate logs from numerous sources, and advanced features that 
work in multimode networks. 

Taking the Plunge 
The best advice for a corporation ready to deploy its first VPN is this: 
spend a lot of time doing your homework.  It’s easier and more efficient to 
study up on all the issues that surround a specific implementation, than it 
is to fix a misguided VPN installation after it’s setup.  The first step is to 
find a trusted resource of expertise who can help you figure out  your is-
sues-then pay attention to his or her advice.  Start slowly.  Begin with a 
small deployment to see if it really meets your needs, before you deploy 
widely. 
Though VPNs require some time and attention, as the standards are be-
coming more mature, more people are using VPN technology.  Vendors 
have made tremendous improvements in usability, reporting, logging, and 
management.  Other barriers to entry, such as price and complexity, are  

coming down.  Now, any organization that is still 
transmitting confidential data in the clear as e-mail 
attachments, or buying privacy through expensive 
leased lines, should consider implementing a VPN. 
 

Continued from page 1 . . . 


